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	Item No.
	
Description/Specification

	
	SUPPLY OF PERSONNEL SUITABILITY CHECKS

	
	TERMS OF REFERENCE
1. PURPOSE
The purpose of the Terms of Reference is to:
1.1. Establish an in-house Personnel Suitability Check (PSC) system for the security screening of natural and juristic persons employed, contracted or in the process of being employed or contracted by Magalies Water to render services.
1.2. Outline the scope of work, services and systems which the successful service provider should provide to enable the entity to conduct the Personnel Suitability Checks.
2. BACKGROUND
2.1. Public sector employees are continuously at risk of being targeted for acts of espionage, sabotage, subversion, corruption and a range of other criminal and unconstitutional activities. It is consequently imperative that adequate processes concerning the screening and security vetting of candidates and employees be out in place.
2.2. The National Strategic Intelligence Act (Act 39 of 1994 as amended) mandates the State Security Agency (SSA) to undertake the security vetting of applicants, employees and service providers to organs of State that will have access to classified information. The SSA is in terms of the existing framework also involved in the screening of individuals for purposes other than determining the security competency of an individual, namely the verification of an applicant s personal details, educational qualifications, etc for purposes of determining the suitability of a person for employment in public service.

2.3. Following a study undertaken by SSA, a National Vetting Strategy was formulated that addresses the needs of the State to determine the suitability of persons for
employment as well as their security competency. The relevant Strategy was approved
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	by Cabinet during December 2006. The Strategy entails amongst others the implementation of personnel suitability check (PSCs) in respect of all candidates selected for appointment or deployment to a post.

2.4. The information that is compulsory to verify when performing PSC task is the following:
a) Criminal record checks.
b) Citizenship verification.
c) Financial/ asset record checks.
d) Qualifications/ Study verification; and
2.5. On 05 March 2011, the SAPS: Criminal Record Centre issued notice to the effect that the Management of the Criminal Record Centre decided to suspend all name, surname and identification number enquiries on the corporate Criminal Record Information Management (CRIM) system of the South African Police from the 1st of July 2011. The name, surname and identity number enquiries will become a fingerprint clearance service that will be provided by the CRC and decentralized CRCs. Individuals and clearance companies that will make use of this service will have to provide an SAP 91(a) with a set of fingerprints (plain and rolled impression) of the applicant.

2.6. 	In view of the above Magalies Water seeks to procure the services of a reputable service provider to render a web-based security screening process.
3. PROJECT OBJECTIVES
The objectives of the project are to:
3.1. Provide an authentic and valid record of individuals and/or service providers as per the selected search criteria.
3.2. Assist the entity to authenticate and validate applicants suitability for employment and/or contracting.
3.3. Identify, prevent and reduce criminal and other unethical behavior by employees and contractors rendering services to the entity, thus reinforcing integrity and loyalty.
4. SCOPE OF WORK
4.1. The service provider should provide a web-based access system through which the selected users from the entity will be able to conduct the various security searches as indicated below.

4.2. The entity shall source the appropriate fingerprint scans from the successful service provider. The service provider should provide continuous service, maintenance and repair of the fingerprint scans.
4.3. The service provider shall provide access to the following searches in accordance with the corresponding desired response times.
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	Product
	Description
	Desirable response
Times
	

	
	Matric
	Verification of Matric qualifications held by an
individual through both the Department of Education and Umalusi.
	Next business day
	

	
	ID Verification
	Authenticate prospective employees and business partners identities. ID should be validated and
matched to surname.
	Next business day
	

	
	Permanent Residency/ Citizenship
	Check and validate an individual s permanent residency and/or citizenship.
	Two (2) business days
	

	
	Credit Bureau Verification
	Check candidates credit history through detailed Credit Bureau reports.
	Real time response
	

	
	Criminal Record Bureau Search
	Determine individual criminal record status with the South African Police Service via electronic fingerprint collection and processing
Illicit Activity Check
Additional detail on possible record
	Two (2) business days Six weeks to receive a
detailed report from CRC
	

	
	Driver s License
	Check drivers license status. This report should provide drivers license information including the date of issue and expiry, code status as well as
endorsements
	Two (2) business days
	

	
	Business Background Screening
	The report should cover the credit details of the company, including a company header of base details, Bank code history, company s office details, a principal summary listing director information, default judgement together with
notarial bonds, deeds office information, enquiry history as well as tradex or trade related history.
	Next business day
	

	
	Bank Verification
	Check individual s or company s bank accounts
and match them against their identity or registration numbers (respectively). Also shows the status of the bank account.
	Two (2) business days
	

	
	Social Media
	The report should cover the person s activities (mostly malicious) on all social media platform
	Next business day
	

	
	Tertiary qualifications
	The report should be able to indicate whether the qualification are authentic or fraudulent
	Two (2) business days
	

	
	Other checks
	Any other checks that may influence the determination of the applicant s security
competency
	Reasonable response time
	

	
	
5. TRAINING OF USERS
5.1. The service provider shall provide training to users of the systems identified by the
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	Department.
5.2. Additional training for new users shall be conducted upon request for a quotation and the generation of an order in that regard.



6. REGISTRATION AND DEREGISTRATION OF USERS
6.1. 	The service provider shall provide a user-friendly registration process that shall allow authorized entity officials to register users.
6.2. The service provider shall provide a validation process to authenticate every registered user prior allowing such user to conduct a search on the system.

6.3. The service provider shall configure user credentials and log-on process to accept passwords that contain alphanumeric characters. The system shall be set to prompt registered users to change their passwords at regular intervals, which shall not exceed three months.

6.4. The service provider shall provide a deregistration process that will promptly terminate the account or access of deregistered users on notification by the entity s authorized official.
6.5. The service provider shall set appropriate restrictions and limitations on the type of searches individual users can conduct as required by the organization from time to time.
7. SECURITY OF INFORMATION
The service provider shall provide the entity with a detailed strategy or plan on the protection of people s information entered into the system including individual records or reports generated.
8. SERVICE LEVEL AGREEMENT, SERVICE AND MAINTENANCE
8.1. The Department shall enter into a Service Level Agreement with the service provider, the terms and conditions of which shall include these Terms of Reference and any other terms and conditions which may be agreed upon.

8.2. The service provider shall service and maintain the system and all other supplied equipment at regular intervals.
8.3. The turn-around time to attend to call-outs shall be 48-hours.
8.4. The payment for call outs and regular services shall be agreed upon by both parties.
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	9. DURATION OF CONTRACT
The contract shall be for a 36 months period operating on pay as you use principle.
10. The service provider shall provide the entity with a quotation as follows:
a) Amount per transactions/ ref check conducted.
b) The amount must be fixed for a year and have an indication of escalation for year two and year three.
11. MANDATORY REQUIREMENTS
11.1. The service provider should provide the following:
List of clients (Minimum of 5) where similar services are rendered. This should include details of organizations as well as contact people.
Detailed plan or program on how information of individuals/ applicants loaded into the web-based system will be protected against unauthorized disclosure or leakage.
Detailed quotations, i.e. (a) amount per transaction conducted,
11.2. Compliance to functionality, proposals will be accepted for the next evaluation phase if company/ supplier achieves 70% threshold in these criteria.
PHASE 1: FUNTIONALITY
	

	
	FUNTIONALITY EVALUATION CRITERIA
	VALUE
	

	
	Compliance to TOR and Proposed solution
	20
	

	
	References where such services were provided
	30
	

	
	Individual/Company information protection plan
	20
	

	
	Maintenance and back-up plan for both the system and accessories
	10
	

	
	Quotations providing a clear break down of costs
	20
	

	
	TOTAL
	100
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	PHASE 2: PRICE
For the purpose of comparison and in order to ensure meaningful evaluation, the suppliers are requested to provide detailed information in demonstration of compliance to the evaluation criteria.
PRICING SCHEDULE YEAR ONE
	

	
	VERIFICATION TYPE
	DESCRIPTION
	UNIT PRICE
	NUMBER OF UNITS
	TOTAL AMOUNT
	
	

	
	
National Matric Qualification
	
Confirmation of the authenticity
	
	
200
	
	
	

	
	National Tertiary Qualification /
	South African Tertiary Qualifications (Degrees, Certificates and Diplomas)
	
	200
	
	
	

	
	Criminal record check
	Checks done through lifting of fingerprints
	
	200
	
	
	

	
	Citizenship
	To confirm whether or not the candidate has a SA Citizenship
	
	200
	
	
	

	
	ID Verification
	To match the ID provided with the particular individual
	
	200
	
	
	

	
	Credit Report
	Pulling of the credit report of an individual with credit worthiness status
	
	200
	
	
	

	
	Total amount Excluding VAT
	
	
	

	
	Total amount Including VAT
	
	
	



1. Submission of Quotations

RFQ Number must always be stated on the quotation.

Quotations should be submitted on or before the Request for Quotation Deadline Date by no later than 12h00 to the email below. Email:

2. Selection of Qualifying Quotation

The selection of the qualifying quotation will be at Magalies [image: ] sole discretion. Magalies Water does not bind itself to accept any particular Quotation
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3. ADMINISTRATIVE REQUIREMENTS:
· Quotation must have CSD vendor number or CSD report
· Quotation must have RFQ reference number
· Completed and signed Declaration of Interest Form (SBD4)
· Quotation with validity period should be a minimum of 30 days or more from the date of issue.
· Quotation with physical address, date, contact details and banking details.


MANDATORY REQUIREMENTS:
· Quotation must be line with the specification.
· Quotations received after the closing date will not be accepted.

*NB All non-responsive bids will be rejected.

4. EVALUTION OF QUOTATION

All Quotations with a rand value equal to or below R50 million, will be evaluated in terms of the PPR 2022 using the 80:20 Preference point system.
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[image: ]	Quotation with physical address, date, contact details and banking details

*NB All non-responsive bids will be rejected.

5. EVALUTION OF QUOTATION

All Quotations above R30 000 will be evaluated in terms of the PPPFA using the 80:20 Preference point systems
	Bidders must submit certified B-BBEE certificate or Sworn affidavit.

	CRITERIA
	POINTS

	Price
	80

	Specific goals
	20

	TOTAL
	100 points





	Specific goal
	Number of points
(80/20 system)
	Means of verification

	Black people ownership equity
	5
	Central Supplier Database (CSD) report

	Women equity
	3
	Central Supplier Database (CSD) report

	Youth equity
	2
	Central Supplier Database (CSD) report

	Disability
	2
	Medical certificate or (CSD)

	Promotion of small businesses
Medium- 2 Points
Small- 3 Points
Micro- 4 Points
Other- 0 Points
	4
	1. Central Supplier Database (CSD) report for transactions from rand value to R500 000.00.
2. Signed Financial Statements for transactions above R500 000.00

	Locality
	3
	Proof of address (tribal authority letter/ Lease agreement accompanied by municipal rates invoice/statement)

	Military Veterans (MVA)
	1
	MVA force number/CSD

	Total
	20
	




6. TERMS & CONDITIONS
1.1. Quotations received after the closing date will not be accepted.
1.2. All costs to be included in the quotation.
1.3. Delivery must take place at the specified place.
1.4. Quotations to be valid for a minimum of 30 days or more from date of issue.
1.5. The Government Procurement General Conditions of Contract shall apply.
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